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Introduction 
ü 2012 cybercrime class project 

o  Thanks Professor McCoy!  

ü Project began during 2012 General 
Election 
o  Investigated cybercrime in elections 
o After election - evidence quickly 

disappeared 
ü Majority of our work was performed in 

2012  
o  Some screenshots were taken using the wayback 

machine 
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We will explore how �
the 2012 election was


 bought, sold, and manipulated  
through malicious online activities.
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Topics to Cover 

ü Cybersquatting 
ü Phundraising 
ü Fake political campaigns 
ü Deceptive Super PACs 
ü The nigerian scam 
ü Buying & selling votes  
ü Social networking  
ü Election data analytics 
ü Foreign influence on US elections 
ü The strange case of Miami-Dade County 
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Methodology 
ü  Initially looking for: 

o  Malicious election spam 
o  Rogue Super PACs 
o  Fake campaigns 

ü How?  
o  Create fake email and social network accounts 
o  Sign up for political spam 
o  Follow links 

ü Combed social networks and public reports 
o  OpenSecrets, Sunlight Foundation, and FEC filings 

ü  Investigated news sources and partisan claims 
ü URL testing, Google hacking, whois database 
ü We’ve continued to monitor election cybercrime 

over the past year 
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Friedrich’s Work 
ü Oliver Friedrichs’ Blackhat 2008 research [3] 

o We followed his methodologies 
ü Showed that cybersquatting occurred in the 

2008 Presidential Election 
ü Registering and using a domain name for a 

purpose contrary to its intended use 
o  Registering a domain name in bad faith 

ü Freidrichs noted the motivations people had 
for cybersquatting  
o Creating a semi-legitimate web site with the 

intent of earning money through advertisements,  
o  Speculating the “cousin site” with the intent of 

reselling it in the future, and 
o Malicious intent (such as malware installation).  
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Domain Result 

http://mittr0mney.com  Copy of http://www.ronpaul.com/  

http://mittronmey.com  Copy of 
http://www.garyjohnson2012.com/  

http://www.ronpaui.com  3rd party Ron Paul site  

http://www.barackaboma.com/  Psuedo-3rd party Mitt Romney site  

http://donateobama.com  http://www.imprinting360.com/  

http://donateromney.com  http://roykatzmusic.com  

http://www.barackobama2008.com  3rd party Barack Obama site selling 
Viagra  

http://www.democraticnationalcommittee.org  Fake site of 
http://www.democrats.org/  

http://www.republicannationalcommittee.org   Fake site of http://www.gop.com/  
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www.barackaboma.com




14	
  



Phundraising 
ü Pretend to be the candidate and take 

donations on their behalf 
o People running phundrasing sites aren’t 

intending to spend the money on the 
elections 

ü Identified fake pages for DNC and RNC 
o Points to info on overall political topics 
o Hides SEO links to other sites and asks for 

contributions 
o Owned and operated by the same individual 

(the whois information was not obscured)  
o Tracked back to the same IP 
o Both hosted in a datacenter in Oregon 
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Fake Political Campaigns 

ü  Could be used to divert attention 
towards or away from actual 
candidates or issues 
o  Intent varies 

ü  Benderforpresident.com 
ü  Ronswanson2012.org 
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Fake Political Presence 
ü Plenty of Fake Twitter handles popped up 

during the 2012 election. 
o @RealTedCruz (still exists, but locked down) 
o @Bill_Clinton12 (suspended) [15] 

ü Actual campaigns have millions of twitters 
followers [20] 

ü If actual political parties are going down this 
route, what's to stop those with malicious 
intent. 
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Power to the PACs 
ü  The 2012 race marks the first presidential election since 

the Citizens United v. Federal Election Commission 
decision [4] 

ü  Since the ruling, Super PACs have been created to 
serve a wide variety of political causes 
o  Unlimited fundraising – no limits 

ü    Google identified several compromised or suspicious 
Super PAC websites 
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ü    Fundraising just got interesting 
ü    Now, this Super PAC primarily uses Facebook  
ü    PACS are now targets 
 



PAC-MAN 

ü  We identified two potentially 
malicious ways a Super PAC could 
operate through information 
available online 
o  Cloaking, or phishing, as some other 

entity to obtain financial or political gain 
o  Not using funds in the way they were 

advertised or misleading potential 
donors to the PAC’s purpose.   
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CAPE-crusader 
ü  The Coalition of Americans for Political Equality 

[2] 
ü  Cybersquatting for:  

o  www.allenwest2012.co & mittromneyin2012.com 
[5] 

ü Have the appearance of official campaign sites, 
with a small disclaimer at the bottom  
o A campaign support website funded by CAPE PAC 

ü Raised almost $1.5 million during the 2012 
Election cycle.  
o  Less than $200k was spent for or against candidates. 

[10] 
o Wasn't spent until after July 2012 [11] 
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Honesty is the Best Policy 
ü  The Heart of America Super PAC promised to 

promote moderate Republicans and 
Democrats (hoapac.com) 
o  “Protecting mainstream values and 

moderate voices”  

ü  All reports to FEC showed Democrat-only 
donations  
o  Brought in ~$788,000 [12] 
o  Donated ~$758,000 money to another super 

PAC, Majority PAC, to maintain Democrat 
Senate majority [13] 

o  ~$1300 to Claire McCaskill 
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Nigerian Scam 

ü  I don’t think this is the First Lady… 
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Buying & Selling Votes  

ü  Buying votes is obviously illegal  
o  We identified multiple people willing to 

sell their vote 
o  Craigslist and Ebay full of ads to sell votes 
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ü Digital “I Voted” stickers  
became popular 

ü Some citizens took pictures of their  
completed ballot to show who they 
voted for. 
o Voters showing pride/giddiness  
o Also provides proof of receipt if they are 

selling their vote 

ü Depending on state laws, such pictures 
could be illegal 

ü Social networks and smaller cameras (or 
Google Glass) are making this easier than ever 
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Social Networks & Elections 
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The Twitters 
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Election Data Analytics 
ü Both campaigns heavily relied on IT infrastructure 

and data analytics to target certain voters [18] 
o  Who are all these “Undecided Voters”? 

ü  Large amounts of data was gathered about the 
electorate [17] 
o  What information was specifically gathered on the 

electorate?  
o  How was this data used? 
o  What happened to it after the election? 

ü  This information could also be used to coerce 
opposing voters to the polls  
o  Threats to vote for their candidates 
o  Or to even keep opposing voters away from the polls 

altogether 
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www.barackaboma.com
Obama for America iPhone app [19]




ORCA	
  Harpooned?	
  	
  

ü GOP monitoring application (Orca) 
failed 

ü  Anonymous claims credit [14] 
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Foreign Influence 
ü Campaign finance laws forbid the 

acceptance of foreign funds by 
candidates seeking office 

ü Obama.com owned by individual with 
significant business ties to China [16] 
o 68% of traffic from foreign locations 
o Redirected traffic to Obama’s primary 

donation page -  my.barackobama.com 
ü Combed through data from 

campaignfundingrisks.com/raw-data/ 
o  Identified many links of the Obama/Romney 

campaigns receiving donations from foreign 
sources 
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Fraudulent Ballot Requests 
ü Miami-Dade County received 2,552 fraudulent ballot 

requests via their elections website in July 2012 [7] 
o  Requests came from both domestic and foreign IPs 
o When alerted, election officials blocked the IPs 

and…this worked. 
ü Originally dubbed as first US-related elections 

cyberattack (there have been obvious ones in 
Austria, Canada, and Russia) 

ü  Law enforcement tracked ~500 of the requests to a 
local IP  
o  Eventually linked to individuals working on a 

Congressional campaign  
o A plea deal was struck for 90 days in jail  

ü A grand jury provided security recommendations [6] 
36 



Near-Term Predictions 
ü Cryptocurrencies will be used in 

conjunction with phundraising 
ü Some candidates already accept them for 

donations, and why not? [8] 
ü Election data will become very desirable 

for external organizations 
o This will be a predictor of how you will vote 
o Malware targeting people based on political 

views 
ü Bespoke malware will be used for 

election crimes 
o Election-specific botnets 

ü Attacks on PACS, attacks from PACs 
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Conclusions 
ü Research into election cybercrime is lacking 
ü The techniques discussed here are not new  

o  This presentation is just a snapshot of 2012 – 
attacks and techniques will evolve 

ü Determining the intent for mass collection of 
data on the electorate may not come until 
much later after it is collected. 

ü The sophistication of election crime will rapidly 
increase.  

ü Fake campaigns and phundraising are likely 
to become a greater part of the normal 
election process. 
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Questions?  

END OF BALLOT 
Be sure to rev iew your  bal lot  se lect ions 

 
Joshua Franklin – josh.michael.franklin@gmail.com  

 
Matthew Jablonski – matthew.jablonski@proaptiv.com 

Robert Tarlecki – robert.tarlecki@gmail.com 
 
 
 

Malicious Online Activities Related to the 
2012 U.S. General Election 

– @thejoshpit 
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